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[bookmark: _Toc462478989][bookmark: _Hlk154651783]Abstract of the contribution: This paper proposes solution for Key Issue #2.
1	Discussion
This paper is Key Issue #2 solution for identifying the Authentication and Authorization of Users and Restrictions on Users.
2	Proposal
It is proposed to include the following changes in TR 23.700-32 V0.1.0.

		* * * * Start of Changes * * * *
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc93073662][bookmark: _Toc153818189][bookmark: _Toc157447962][bookmark: _Toc157692397][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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		* * * * Next Change – All New Text * * * *
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157692398]6.X	Solution #X: EAP Based Human User Authentication and Authorization 
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157692399]6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965]This solution addresses Key Issue #2 "Authentication and Authorization of Users and Restrictions on Users".
[bookmark: _Toc157692400]6.X.2	Description
[bookmark: _Toc500949101]The principle of this Key Issue #2 solution is that a procedure similar to the Network Slice-Specific Authentication and Authorization procedure of TS 23.502 [5] clause 4.2.9.2 is used to authenticate and authorize the human user of a UE.
 
[bookmark: _Toc157692401]6.X.3	Procedures
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157447967]In order to authenticate the human user of a UE Subscription, the Network Slice-Specific Authentication and Authorization procedure of TS 23.502 [5] clause 4.2.9.2 is reused with the following changes:
· The AMF is triggered to perform the procedure when it receives a request from the user to use the subscription and the AMF has verified that the user is linked to the subscription. How and when the AMF receives this request, as well as how the AMF checks that the user is linked to the subscription is based on Key Issue #1 solutions.
· User Identity is used in the procedure instead of S-NSSAI.
· Instead of selecting a AAA-P or a AAA-S based on the S-NSSAI, a AAA-P or a AAA-S is selected based on the domain that manages the User Identity.
· If the AMF is triggered to perform the procedure and the AMF is not able to communicate with the AAA-S, the AMF will send a NAS MM Transport message to the UE and indicate that the User Identity cannot be authenticated. 
NOTE 1: 	An example scenario where the AMF might not be able to communicate with the AAA-S is a roaming scenario where the AMF is not able to communicate with the AAA-S of the domain that manages the user identifier.
NOTE 2: 	How the network determined the domain that manages the User Identity is based on the format of the user identity and Key Issue #1 solutions.
· When the authentication and authorization procedure is complete, the AMF stores the result in the User Profile. The result can then be exposed from the user profile. How exposure takes place is based on Key Issue #3 solutions.
Once authenticated and authorized, it is assumed that the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription. User specific policies, e.g. QoS settings, can then be taken into account by the 5GS in order to provide service differentiation, but how this is done is based on Key Issue #1 solutions.

[bookmark: _Toc157692402]6.X.4	Impacts on services, entities and interfaces
UE:
· Provides the user identifier in the NAS MM Transport messages that carry the EAP messages.
AMF:
· Triggers the procedure based on Key Issue #1 solutions.
· Sends a NAS MM Transport message with an EAP ID Request and the user identity to the UE.
· Receives a NAS MM Transport message with an EAP ID Response and the user identity from the UE.
· Stores the result of the authentication and authorization procedure in the User Profile
NSSAAF (or a similar function):
· Selects a AAA-P or a AAA-S based on the User Identity.


* * * * End of Changes * * * *
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